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Note: For a better understanding of the transaction process, see Payflow Pro Developer’s
Guide. For the most up-to-date developer’s guide, log in to PayPal Manager,

click the Downloads link, and download the
document. The document filename is PayFlowPro_Guide.pdf.

Be sure to review the Readme.ixt file included in this SDK for changes in this software

version.

Requirements

— Web server running Macromedia ColdFusion v4.5, v5.x, MX v6.x, MX v7.x

MX v6.x and X7.X users:

You must pass the proxy and parmlist variables along with the host address, host port,
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and timeout value. If the PARMLIST and PROXY variables are not being used, then you

must still pass a NULL character for these variables. Example: PARMLIST="",

PROXYADDRESS="

— Sun’s Java JRE version 1.3.1_02 or higher. Available at http://java.sun.com/j2se/

— Before you can test this system, you must have registered for a PayPal Payflow Pro

account.
The registration is free for testing purposes.

Description

The PayPal ColdFusion integration creates a ColdFusion tag that can be used to process online
credit card transactions. The integration is done in Java and is not platform-specific.

Installation
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10.

Open the ColdFusion administration page and select the JVM and Java Settings.

Change the Java Virtual Machine Path setting to point to the correct path of the Sun JVM
(ColdFusion MX users: the path is set to the JVM included with MX.)

Example:
Windows NT/2000 default installation directories for SUN JVM:

v1.3.1 - C:\Program Files\JavaSoft\JRE\1.3.1_02\bin\hotspot\jvm.dlII
v1.4 - C:\Program Files\Java\j2re1.4.0\bin\client\jym.dlII

Note the setting of the current class path directory listed under Class Path. If blank, create a
class path directory. For example: c:\classpath.

Extract the CFX_PFPro_Java.tar package to a directory on your computer (referred to as the
PFProColdFusion directory in this document).

Move both the Verisign.jar and CFXPayFlowPro.class files from the PFProColdFusion
directory to the class path directory that you noted in step 3 above (For example,
c:\classpath).

Add <yourclasspath>/Verisign.jar to the end of the current class path.

Microsoft Windows: Separate using a semicolon (;) — MX uses a comma (,)
UNIX platforms: Separate using a colon (:)

Windows example:

Current class path: c:/classpath
Change itto read: c:/classpath;c:/classpath/Verisign.jar

Submit the changes using the button at the bottom of the page.
Select the CFX Tags section of the ColdFusion administrator.

Create a new Java tag:

Tag Name: CFX_PAYFLOWPRO
Class Name: CFXPayFlowPro
Description: CFXPayFlowPro

Note: The Class Name is case-sensitive and does not include the .class extension. The Tag
Name must be entered as shown above.

Stop and Restart your ColdFusion server service to initialize the changes. (Any time the
* jar files are moved or changed, you must restart ColdFusion to initialize the changes).
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11. Copy the certs directory from the PFProColdFusion to a location of your choice. Set the
CERTPATH variable in the tag.

To specify and pass CERTPATH with the example script, edit PFProCFXtest.cfm to add the
directory to which you extracted your certificate. You can explicitly set the CERTPATH with a
fully qualified path.

To determine the working directory, you can run a transaction (as described in “Testing” on
page 3). The resulting error message (“Can not validate certificate chain”) provides both the
certificate path and the working directory. The certificate path is the directory in which the
transaction expects the certificate file. The working directory is the directory under which the
transaction looks for the certificate path.

Testing

Edit the PFProCFXtest.cfm script and change the values of VENDOR, USER, PWD, and
PARTNER to reflect the values for your PayPal account. Move the PFProCFXtest.cfm script
from the PFProColdFusion directory to your web directory. Point your browser to the script to
run it. This action will attempt to process a transaction. If everything has been configured
correctly, you receive an approval.
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Writing a Transaction Script

The PayPal Payflow Pro CFX_PayFlowPro tag uses all normal conventions for a ColdFusion tag.
You can process a transaction by passing all of the name/value pairs within the ColdFusion tag. A
list of all parameters appears in Payflow Pro Developer’'s Guide. An example file
(PFProCFXtest.cfm) is included to illustrate how the CFX_PayFlowPro tag is implemented.

The minimum list of explicit name value pairs that must be passed using the ColdFusion tag
follows:

QUERY = “<Name of transaction query>"

Use the QUERY parameter after the transaction has been processed to identify this transaction
and get the results.

HOSTADDRESS = “<PayPal Server to process against>"
The HOSTADDRESS parameter specifies the PayPal transaction server against which to

process. test-payflow.verisign.com is used for test transactions, and payflow.verisign.com is
used for live transactions.

HOSTADDRESS is a required field and should always have a value. If the value is left empty ("),
then the tag gives an SSL error instead of a host address connection error.

PARMLIST = “Payflow Pro Name/Value Pairs"

The PARMLIST parameter can pass all of the other PayPal Payflow Pro parameters to the
server. Refer to Payflow Pro Developer’'s Guide for all possible parameters.

Each of the name/value pairs that can be passed in the PARMLIST parameter can also be
passed as separate parameters in the ColdFusion tag. If all required Payflow Pro parameters are
passed in this way, then the PARMLIST parameter is not required.

When passing name/value pairs through the ColdFusion tag, the values within the quotes are

escaped, so you can safely use the & and = characters. Name/value pairs passed in the
PARMLIST are not escaped—do not use & or =.
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Determining Transaction Results

Once the transaction has been processed, the resulting response message is available by
referencing the query name that you specified in the QUERY parameter.

#<Queryname>.resultstr# gives the full, exact response from the server.
For example, if you passed QUERY = “Transaction” to the ColdFusion
CFX_PayFlowPro tag, then you could refer to the data as #Transaction.resultstr# in
your ColdFusion script.

#<Queryname>.resultstr# includes name/value pairs that can be referenced by name.
For example, if #Transaction.resultstr# returned
RESULT=0&RESPMSG=Approved&PNREF=V6000000, then you could reference the
name value pairs using #Transaction.result#, #Transaction.respmsg#, and
#Transaction.pnref# respectively.

Additional name/value pairs that are not contained within the resultstr include:

#<Queryname>.parmlist#
Returns the entire string passed to the server in the attempt to process a transaction.

-#<Queryname>.version#
Returns the version of the SDK used to process the transaction. This is useful when requesting
support from PayPal.

Any logic to interpret results can use standard ColdFusion functions. To fully understand the
transaction process, see Payflow Pro Developer’'s Guide.
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Troubleshooting

To analyze errors, check the resulting PARMLIST to determine what you are sending to be
processed by the server. Most problems are caused by incorrect or incomplete data.

. HOSTADDRESS is a required field and should always have a value. If the value is left empty (),
then the tag gives an SSL error instead of a host address connection error.

. When passing name/value pairs through the ColdFusion tag, the values within the quotes are
escaped, so you can safely use the ampersand (&) and equal sign (=). Name/value pairs passed
within the PARMLIST using the SDK are not escaped, however, so you must use length tags
when including these characters. Payflow Pro Developer’'s Guide describes the use of length
tags.

[1The message “NoClassDefFoundError: com/Verisign/payment/PFProAPI Java exception
occurred in call to method” indicates that the Versign .jar file is not being found in your class path.
Refer to step 5 in “Installation”.

[UThe message “ClassNotFoundException: CFXPayFlowPro. Java exception occurred in call to
method” indicates that the CFXPayFlowPro.class file is not being found in your class path. Refer
to steps 4 and 8 in “Installation”.

Installing SDK in a JRUN environment

To use the ColdFusion SDK when the server instance is in a JRUN 4 Server environment, do the
following:

Place the files in the following directories:

e Verisign.jar should be placed in the JRUN lib directory. For example, C:\JRun4\lib\.

o CFXPayFlowPro.class should be placed in the JRUN classes directory. For example,
C:\JRun4\servers\cfusion\cfusion-ear\cfusion-war\WEB-INF\classes\.

e The “certs” folder should be placed in the JRUN bin directory. For example, C:\JRun4\bin.

Notes:

e C:\JRun4 is the install folder for a standard instance of JRUN. Adjust as needed.

e ltis possible that you can place the .jar file in any of the "lib" directories under the JRUN
installation and the .class file in any of the "classes" directories under either JRUN or the
server instance you are working with. In the example above the server instance is called
cfusion hence the "C:\JRun4\servers\cfusion" directory.

e |tis not known if the JVM mappings are a required step. To avoid problems, it is suggested
you map them to locations listed above.

Once the files are in the proper places you will need to restart the following 2 services:

e Macromedia JRun Admin Server
e Macromedia JRun CFusion Server
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Upgrading
Upgrading from the older C++ integration tag (CFX_PAYMENTNET) requires only that you install

the Java based tag (see above) and implement the new Java tag (CFX_PAYFLOWPRO) instead
of the older C++ tag.

The two tags can coexist on the same ColdFusion server without complications. However, PayPal
recommends that you remove the C++ tag so there will be no confusion as to which tag is being
used.

Support
Email: payflow-support@paypal.com
Phone: (888) 883-9770
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